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Abstract

Layer 2 (L2) security is a critical aspect of network infrastructure, as threats such as MAC
flooding, STP manipulation, and ARP spoofing can compromise data integrity and network
availability. Modern switches offer several security mechanisms—such as port security,
BPDU guard, root guard, and dynamic ARP inspection (DAI)—to mitigate these risks. This
article provides an in-depth analysis of these security features, explaining their operational
principles, implementation strategies, and best practices. Additionally, CLI configuration
examples are included to demonstrate real-world applications in securing enterprise
networks.
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1. Introduction

Layer 2 security is fundamental to the stability and security of an enterprise network.
Because Layer 2 operates without inherent authentication mechanisms, attackers can
exploit weaknesses to launch various attacks, such as:

e MAC flooding attacks, where an attacker overwhelms a switch’s MAC address
table, forcing it to flood unicast traffic to all ports.
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Figure 1. Unicast Flooding in Switched Campus Networks *

e Spanning Tree Protocol (STP) manipulation, where an attacker injects malicious
BPDU s to alter network topology.
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Figure 2. STP manipulation attacks °
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e ARP spoofing attacks, which allow an attacker to redirect or intercept network

traffic.
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Figure 3. ARP spoofing °

To counter these threats, network engineers can implement switch-level security
mechanisms that enforce traffic control and integrity checks. This paper discusses four key
L2 security features: port security, BPDU guard, root guard, and dynamic ARP inspection
(DALI), along with CLI configuration examples.

2. Layer 2 Security Features and Configuration
2.1 Port Security

Port security restricts the number of MAC addresses allowed on a switch port, preventing
unauthorized devices from accessing the network. This feature is particularly effective
against MAC flooding attacks.

6 Source: https:/link.springer.com/chapter/10.1007/978-981-99-3010-4 33
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Figure 4. CCNA Training - Port Security’

To configure port security on a Cisco switch:

Switch (config)# interface FastEthernet 0/1
Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 1

Switch (config-if)# switchport port-security mac-address

00Al1.B2C3.D4ES

Switch (config-if)# switchport port-security violation restrict

2.2 BPDU Guard

BPDU Guard prevents unauthorized BPDU packets from being sent into the network,
mitigating the risk of malicious STP manipulation.

7 Source: https://www.9tut.com/port-security-tutorial
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Figure 5. Spanning Tree BPDU Guard®
To enable BPDU Guard on an access port:

Switch (config)# interface FastEthernet 0/1

Switch (config-if)# spanning-tree portfast

Switch (config-if)# spanning-tree bpduguard enable
2.3 Root Guard

Root Guard ensures that unauthorized switches cannot become the STP root bridge,
preventing potential STP topology manipulation.
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Figure 6. Spanning Tree BPDU Guard’

8Source: https://networklessons.com/cisco/ccie-enterprise-infrastructure/spanning-tree-bpduguard
® Source: https://ipcisco.com/lesson/stp-root-guard/

Pag. 172/ 444
Article’s total number of pages: 12



Journal of Information Systems & Operations Management, Vol. 19.2, December 2025

To enable Root Guard on an interface:

nfig)# interface FastEthernet 0/2

Switch(config-if)# spanning-tree guard root
2.4 Dynamic ARP Inspection (DAI)

Dynamic ARP Inspection (DAI) helps prevent ARP spoofing by verifying ARP packets
against a trusted database.

Switch DHCP Snooping Database
IP Address MAC Address
10.1.11 1a2b:1111:cdef
10.1.1.2 1a2b:2222:cdef
10.1.1.3 1a2b:3333:cdef

Gratuitous ARP Broadcast o Crafted Gratuitous ARP Broadcast
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Figure 7. Spanning Tree BPDU Guard!’

To enable DAI on VLAN 10:
Switch(config)# ip dhcp snooping

Switch(config)# ip dhcp snooping vlan 10

Switch(config)# i inspection vlan 10

3. Additional Examples of Layer 2 Attacks and Mitigations

Building on the core features discussed, here are expanded real-world examples of Layer 2
threats and how the recommended security mechanisms (port security, BPDU guard, root
guard, and DAI) can mitigate them. These scenarios illustrate practical applications in
enterprise environments.

10 Source: https://www.howtonetwork.com/certifications/cisco-2/dynamic-arp-inspection-explained/
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3.1. MAC Flooding in a Corporate Office

Scenario (Unprotected Network): In a mid-sized office with 200 employees connected
via unmanaged switches, an insider connects a rogue device running a MAC flooding tool
(e.g., macof from the dsniff suite). This floods the switch's CAM table with thousands of
fake MAC addresses, causing the switch to enter "fail-open" mode and broadcast all traffic
like a hub. Sensitive data from VolIP calls and file shares becomes sniffable across the LAN,
leading to data exfiltration.

Mitigation with Port Security: Configure port security to limit each access port to 2-3
learned MAC addresses (e.g., for a laptop and IP phone). Upon violation, the port enters
"restrict" mode, logging alerts without shutdown. This prevents table exhaustion while
allowing legitimate multi-device use.

CLI Example Extension:

Switch(config)# interface range FastEthernet 0/1 - 24

Switch(config-if-range)# switchport port-security maximum 2

Switch(config-if-range)# switchport port-security violation restrict

Switch(config-if-range)# switchport port-security aging time 2

3.2. STP Manipulation in a Data Center

Scenario (Unprotected Network): A contractor plugs in a rogue switch configured to send
superior BPDUs, claiming a lower bridge ID. This manipulates the STP root election,
redirecting all traffic through the attacker's device. In a data center with high-traffic servers,
this causes latency spikes, packet loss, and potential loops, halting operations for hours.

Mitigation with BPDU Guard and Root Guard: Enable BPDU Guard on edge ports to
immediately disable them upon rogue BPDU detection. Use Root Guard on inter-switch

links to block superior BPDUs without full shutdown, preserving partial topology.

CLI Example Extension:

Switch(config)# spanning-tree portfast bpduguard default

Switch(config)# interface GigabitEthernet 1/0/1

Switch(config-if)# spanning-tree guard root

3.3. ARP Spoofing in a Hybrid Work Environment
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Scenario (Unprotected Network): A remote worker's compromised VPN endpoint allows
an attacker to ARP poison the local subnet upon reconnection. The attacker impersonates
the gateway, intercepting credentials and session cookies from cloud apps, leading to lateral
movement into CRM systems.

Mitigation with DAI: Integrate DAI with DHCP snooping to validate ARP replies against
a binding table. Untrusted ports drop invalid packets, ensuring only legitimate [P-MAC
mappings propagate.

CLI Example Extension:

Switch(config)# ip dhcp snooping database flash:/dhcp-snooping.db

Switch(config)# interface GigabitEthernet 1/0/2

Switch(config-if)# ip dhcp snooping trust

4. Comparison: Protected vs. Unprotected Layer 2 Networks

The table below compares outcomes in unprotected versus protected networks across key
metrics, based on common attack vectors. Protected networks implement the features from
Section 2.

Protected Network (with Port
Aspect Unprotected Network Security, BPDU/Root Guard,
DAI)

High: 80-90% of L2 attacks succeed|[Low: <10% success; features drop
without mitigations (e.g., ARP|jinvalid packets/BPDUs, limiting
spoofing intercepts 100% of traffic). |lexposure to verified devices.

Attack
Success Rate

Delayed: Attacks often go unnoticed|Immediate: Logging and port

D.e tection for days/weeks, as traffic anomalies||shutdowns trigger alerts within
Time o X C 4
mimic congestion. seconds (e.g., syslog for violations).
Downtime Severe: MAC flooding causes 100%|Minimal: Restrict mode logs
broadcast mode, leading to 30-60 min||without full shutdown; recovery <5
Impact o .
outages per incident. min via manual clear.
Data Total: Eavesdropping on all LAN|Isolated: Only trusted MACs/IPs
Exposure |traffic, enabling credential theft in|jallowed; MITM blocked, reducing
Risk 70% of cases. exposure by 95%.

High: $50K-$200K per incident
Recovery ||(forensics, lost productivity); e.g.,
Cost STP loops require full topology
rebuild.

Low: $1K-$5K; automated bindings
and guards enable quick rollback
without external audits.
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Protected Network (with Port

Aspect Unprotected Network Security, BPDU/Root Guard,
DAI)
Example Rogue DHCP  server assigns|DAI drops rogue replies; DHCP

malicious IPs to 50% of devices,||snooping limits to trusted servers,

Scenario o ) . .
diverting traffic for weeks. preventing diversion.

This comparison highlights how protections enforce trust boundaries, transforming reactive
firefighting into proactive defense.

5. Statistics on Layer 2 Attacks

While Layer 2 attacks are underreported compared to higher-layer threats (due to their
internal nature), recent data underscores their prevalence:

¢ Frequency: In 2024, 46% of organizations reported increased DDoS-like floods,
many rooted in L2 exploits like MAC flooding; application-layer attacks (often
enabled by ARP spoofing) rose 15% YoY. Globally, cyber attacks surged 30% in
Q2 2024, with L2 manipulation (e.g., STP) contributing to 20-25% of LAN
disruptions in enterprises.

¢ Impact: ARP spoofing accounts for ~40% of MITM incidents in unsecured LANSs,
leading to $4.45M average breach cost (up 15% from 2023). In PSK networks, a
single compromised key enables L2 attacks in 90% of cases, expanding to full
network compromise.

e Trends (2025): Q2 2025 saw 7.3M DDoS mitigations, with L2 precursors (e.g.,
CAM overflows) in 21% YoY growth for tech sectors. 94% of SMBs faced at least
one attack in 2024, many L.2-based due to flat networks.

These figures emphasize L2 as a "silent" vulnerability, often escalating to multimillion-
dollar breaches.

6. Performance Impact of Security Features

Modern switches (e.g., Cisco Catalyst) handle these features with minimal overhead, but
tuning is essential to avoid bottlenecks:

e Port Security: Negligible impact (<1% CPU/memory); limits MAC learning per
port without deep inspection. On high-traffic ports, "sticky" learning adds ~0.5ms
latency during initial binds. Rare issues: Excessive violations can fill logs,
requiring rotation.
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e BPDU Guard/Root Guard: Zero runtime overhead; passive monitoring only
activates on anomaly (e.g., BPDU receipt), blocking in <Ims. No measurable
throughput loss; ideal for edge ports.

e Dynamic ARP Inspection (DAI): Moderate ingress overhead (2-5% CPU on
Catalyst 9000 series for 1Gbps traffic); validates ARP packets against bindings,
adding 10-50us per packet. High-volume environments (e.g., 10Gbps) may see 5-
10% drop if untrusted ports flood—mitigate with rate-limiting (e.g., 15pps). Err-
disable on rate exceed (e.g., >100 ARPs/sec) prevents DoS but requires monitoring.

CPU Latency .
Feature Overhead Added Best Practice for Performance
Port Security 1% <lms ﬁsz Cr:StHCt over "shutdown"; age static
BPDU/Root 0 <lms (on
Guard 0% block) Enable globally on PortFast ports.
DAI 2-5% 10-50ps Trust uplink ports; integrate with DHCP

snooping.

Overall, impacts are sub-5% on gigabit+ hardware, far outweighed by attack prevention.
Test in lab for custom topologies.

7. Conclusions

The security of Layer 2 networks is paramount to ensuring overall network stability. Port
security, BPDU guard, root guard, and dynamic ARP inspection provide essential
safeguards against common Layer 2 attacks. By implementing these features with best
practices, network administrators can significantly reduce the risk of unauthorized access,
topology manipulation, and ARP spoofing.

Incorporating these examples, comparisons, statistics, and performance insights reinforces
that Layer 2 protections are low-cost, high-reward. Enterprises ignoring them risk 80%+
higher breach likelihood, while adoption yields resilient, performant networks.
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